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DETAILED ACTION 
Claim Rejections - 35 USC § 103 

1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

2. Claims 1,2, 4 and 5 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Takiyasu et al, hereinafter Takiyasu" (US Patent 5,1 13,392) in view of Bray et al, hereinafter 
"Bray"(US005161189A). 

With regard to claims 1 and 4, Takiyasu discloses, if the length of a transmission 
message is equal to or shorter than 60 bytes (computing the packet length / comparing the 
computed packet length with a predetermined packet length), it can be transmitted by using a 
single cell. If it is longer than 60 bytes, it can be transmitted after being segmented 
(fi-agmentation vmit) into a plurality of information blocks (plurality of divided data groups) on 
the 60 byte unit basis (predetermined data structure), which is capable of transmitting (column 6, 
lines 17-22). The info field 16 (adding ... control information) indicates the position of a 
particular information block. For instance, if the information contained in the info field 16 is the 
first information block of a message segmented into multiple blocks, ST 15A is set to "10", "01" 
for the last information block, "00" for an intermediate information block and "11" for a single 
information block (column 6, lines 22-28), wherein the plurality of information blocks are 
transmitted to the transmission destination terminal (see col. 6, line 6-10; see col. 8, line 15-26; 
transmission towards destination node). 
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Takiyasu does not expressly disclose encryption means for separately encrypting the 
plurality of divided data packets to form a plurality of encrypted packets; decryption terminal; 
two or more associated divided data packets and the control information permits the associated 
divided data packets to be decrypted independently v^thout waiting for the arrival of any other 
associated divided data packets. 

However, Bray teaches encryption means (see FIG. 2, Encryption device 213; or see FIG. 
3, encryption device 321,323; see col. 3, line 33-67) for separately encrypting the plurality of 
divided data packets to form a plurality of encrypted packets (see FIG. 5A-C; forming a first 
second, third, and fourth rekeying message segments 501,503,505,507,509,51 1,513,515 are 
encrypted into a first second, third, and fourth encrypted messages each including a message 
header (MH) 519,521,523,525; see col. 1, line 66 to col. 2, line 5; col. 4, line 30-65); 

an encrypted packet transmission unit (see FIG. 3, SCSI 313; or see FIG. 2, Transmitter 
217) for transmitting the plurality of encrypted packets to a decryption terminal (see FIG. 1, 
terminal 107 or KMC 101 with decryption 213,323,321); see col. 3, line 16 to col. 4, line 5; 

wherein the plurality of divided two or more associated divided data packets (see FIG. 
5C, a first second, third, and fourth rekeying message segments, 503,507,51 1,515) and the 
control information (see FIG. 5C,.MH 519,521,523,525) permits the associated divided data 
packets to be transmitted to the transmission destination terminal (see FIG. 1, terminal 107 or 
KMC 101) independently without waiting for the arrival of any other associated divided data 
packets (see FIG. 6, step 601,603,61 1,613; performing independent decryption on each message 
segment; see col. 5, line 43 to col. 6, line 5). Therefore, it would have been obvious to one 
having ordinary skill in the art at the time the invention was made to provide encryption means 
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to encrypt message segment and decryption each message segment independently without 
waiting for the arrival of other segments, as taught by Bray in the system of Takiyasu, so that it 
would save time, energy and necessary RAM storage; see Bray col. 2, line 39-43. 

With regard to claims 2 and 5, refer to rejection of claim 1 (cryptographic apparatus). 
With specific regards to the additional limitations of claim 2, Takiyasu discloses an 
asynchronous port 28 (terminal that receives) that includes a reassemble unit 51 (reconstructs the 
divided data groups) (column 8, lines 13-15). The info field 16 (control information) indicates 
the position of a particular information block (column 6, lines 22-28). Bray discloses a 
decryption apparatus (see FIG. 2, Encryption/decryption device 313; or see FIG. 3, encryption 
device 321,323; see col. 3, line 33-67), which receives the plurality of encrypted packets 
transmitted from said cryptographic apparatus, separately decrypts each of the plurality of 
encrypted packets into the divided data packet (see col. 5, line 43 to col. 6, line 5), and transmits 
the plurality of divided data packets in the decryption order (see col. 5, line 52 to col. 6, line 10). 
Therefore, it would have been obvious to one having ordinary skill in the art at the time the 
invention was made to provide decryption means to encrypt message segment and decryption 
each message segment independently without waiting for the arrival of other segments and 
transmitting decrypted segments, as taught by Bray in the system of Takiyasu, for the same 
motivation as stated above in claims 1 and 4. 
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Allowable Subject Matter 

3. Claims 3 and 6 are objected as being dependent upon a rejected base claim, but would be 
allowable if rewritten in independent form including all of the limitations of the base claim and 
any intervening claims. 

Response to Arguments 

4. Applicant's arguments with respect to claim 1,2,4, and 5 have been considered but are 
moot in view of the new ground(s) of rejection. 

Regarding claims 1, 2,4,5 and 6, the applicant argued that, "...nowhere in Takiyasu is 
there any disclosure or suggestion of encrypting packets prior to transmission or of determining 
the size of the packets after they are encrypted as claimed. . .nowhere in Takiyasu is there any 
discussion of encrypting the data packets or the need or desire of encrypting the data packets" in 
page 10, paragraph 2; page 11, paragraph 3; page 13, paragraph 1,3-4; page 14, paragraph 2-3. 

In response to applicant's argument, the examiner respectfully disagrees with the 
above argument. 

In response to applicant's argument that the references fail to show certain features of 
applicant's invention, it is noted that the features upon which applicant relies (i.e., encrypting 
packets prior to transmission or of determining the size of the packets after they are 
encrypted) are not recited in the rejected claim(s). Although the claims are interpreted in light 
of the specification, limitations from the specification are not read into the claims. See In re Van 
Geuns, 988 F.2d 1 181, 26 USPQ2d 1057 (Fed. Cir. 1993). 
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In response to applicant's arguments against the references individually, one cannot 
show nonobviousness by attacking references individually where the rejections are based on 
combinations of references. See In re Keller, 642 F.2d 413, 208 USPQ 871 (CCPA 1981); In re 
Merck & Co., 800 F,2d 1091, 231 USPQ 375 (Fed. Cir. 1986). In this case, the combined system 
of Takiyasu and Bray discloses all claimed invention. Bray discloses encrypting the data packets 
or the need or desire of encrypting the data packets as set forth below. 

Regarding claims 1,2,4,5 and 6, the applicant argued that, "...nowhere in Bray is 
there any disclosure or suggestion of separately encrypting a plurality of divided data packets to 
form a plurality of encrypted packets wherein the plurality of divided data packets include two or 
more associated divided data packets and control information that permits the associated divided 
data packets to be independently transmitted to a transmission destination terminal without 
waiting for the arrival of any other associated divided data packet. . ." in page 1 1 , paragraph 1 ; 
page 13, paragraph 1,3-4; page 14, paragraph 2-3. 

In response to applicant's argument, the examiner respectfully disagrees with the 
above argument. 

Bray discloses separately encrypting (see FIG. 2, Encryption device 213; or see FIG. 3, 
encryption device 321,323; see col. 3, line 33-67) the plurality of divided data packets to form a 
plurality of encrypted packets (see FIG. 5A-C; forming a first second, third, and fourth 
rekeying message segments 501,503,505,507,509,511,513,515 are encrypted into a first 
second, third, and fourth encrypted messages each including a message header (MH) 
519,521,523,525; see col. 1, line 66 to col. 2, line 5; col. 4, line 30-65); 
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wherein the plurality of divided two or more associated divided data packets (see FIG. 
5C, a first second, third, and fourth rekeying message segments, 503,507,511,515) and the 
control information (see FIG. 5C, MH 519,521,523,525) permits the associated divided data 
packets to be transmitted to the transmission destination terminal (see FIG. 1, terminal 107 or 
KMC 101) independently without waiting for the arrival of any other associated divided data 
packets (see FIG. 6, step 601,603,611,613; performing independent decryption on each 
message segment; see col. 5, line 43 to col. 6, line 5). 

Regarding claims 1 and 6, the applicant argued that, . .one skilled in the art would 
not have been motivated to add encryption. . .absent proper motivation to combined the teachings 
of Takiyasu and Bray..." page 12, paragraph 1-2. 

In response to applicant's argument that there is no proper suggestion to combine the 
references, the examiner recognizes that obviousness can only be established by combining or 
modifying the teachings of the prior art to produce the claimed invention where there is some 
teaching, suggestion, or motivation to do so foimd either in the references themselves or in the 
knowledge generally available to one of ordinary skill in the art. See In re Fine, 837 F.2d 1071, 
5 USPQ2d 1596 (Fed. Cir. 1988)and In re Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 
1992). In this case, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to provide encryption means to encrypt message segment and decryption 
each message segment independently without waiting for the arrival of other segments, as taught 
by Bray in the system of Takiyasu, so that it would save time, energy and necessary RAM 
storage; see Bray col. 2, line 39-43. 
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Moreover, it is also well known in the art and it would have been obvious to one having 
ordinary skill in the art at the time the invention was made by encryption to encrypt message 
segment and decryption each message segment independently v^thout waiting for the arrival of 
other segments, it would provide data security (by way of encryption and decryption), and 
provide efficient transmission since there is no reason to wait for other segments before 
encryption/decryption since encryption/decryption are performed separately from 
segmentation/assembly process. 

Thus, it is clear that the motivations set forth above are proper. 

Regarding claims 1,2,4,5 and 6, the applicant argued that, ".. .neither Takiyasu nor 
Bray suggest an cryptographic apparatus the includes a fragmentation determination unit... a 
fragmentation unit. . .ensuring continuity between the divided data packets. . .Bray cannot be 
interpreted as disclosing determining the packet length after encryption. . in page 13, paragraph 
1-4; page 14, paragraph 2-3. 

In response to applicant's argument, the examiner respectfully disagrees with the 
above argument. 

The combined system Takiyasu and Bray discloses all argued claimed invention as set 
forth in above rejection. In particular, a fragmentation determination unit (means for computing 
the packet length / comparing the computed packet length with a predetermined packet length 
within a node 200 (FIG. 1) before fragmentation) and a fragmentation unit (see FIG. 5, 
segmentation unit 54); column 6, lines 17-22. 

In response to applicant's argument that the references fail to show certain features of 
applicant's invention, it is noted that the features upon which applicant relies (i.e., determining 
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the packet length after encryption) are not recited in the rejected claim(s). Although the 
claims are interpreted in light of the specification, limitations from the specification are not read 
into the claims. See In re Van Geuns, 988 F.2d 1 181, 26 USPQ2d 1057 (Fed. Cir. 1993). 

Conclusion 

5. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end . of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ian N. Moore whose telephone number is 571-272-3085. The 
examiner can normally be reached on 9:00 AM- 6:00 PM. 

If attempts to reach the examiner by telephone are unsuccessfial, the examiner's 
supervisor, Doris To can be reached on 571-272-7629. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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